Extract from an SGL T raining Programme
Q - Why invest in LossPrevention?

A —You could be out of businessif you don’t
Or, totake Henry Kisgnger’'swarning:—

“If you fail to prepare, prepareto fail .”

Acoording to a recent study caried ou by a British disaster recovery spedalist only 8% of
businesses with noContingency Planning are ale to survive adisaster —40% never re-open, and
a further 40% fail within 18 months. The remaining 12% enjoy a lingering deah surviving

longer than 18 months but finally terminating within Syeas.

However, the processindustries, at least in the UK, can take some comfort in a safety record,
which compares very favourably with many other indwstrial sedors. SHE (Safety, Hedth &
Environment) performance is flavour-of-the-month bah for manufadurers and the regulators.
But risks can never be totally eliminated, acadents will happen and even the best managed
company can find itself onthe wrong end d an emergency.

There aethreepotential basic causes of emergencies:-
* Human error — most prevalent and acounting for > 50% businessdisasters

* Natura Perils —i.e. huricanes, eathquekes etc which acount for abou one sixth of
these natural disasters

» Deliberate adions of sabotage, terrorism, industrial adion etc which are difficult, if not
impradicd, to prevent and expensive to repair can be atributed to the remaining one
third of emergencies

Human error can be reduced by training and retural disasters doud at least be partialy
predictable — nobod/ would buld a nuclea power plant on a known seismic fault (but many
have built oil refineries and petrochemicd plants!). Deliberate ads of sabotage, terrorism,
industrial adion, environmental extremists (for example recent geneticdly modified crop tria
damage in the UK) etc can be prevented or minimised with adequate seaurity and accesscontrol
systems but planning for prevention is not enough — survival requires planning to ded with an
incident and its aftermath.



20-20Vision (or 20-Lesonsand 20 Questions)

The benchmark of ‘current best pradice in Contingency Planning and dsaster rewvery is
continually evolving. The following list of 20 keylessons has been propacsed foll owing incidents
such as the IRA Bishopsgate bomb in London, which affeded the City’'s financial services
sedor, and many of these lesons could be equally appli cable to the processindustries:-

A bad plan isworse than no pan at all

Weekend ‘disasters are eaier to survive

Supdier goodwill i snot enowgh

Redprocd agreanents don't work

Off- site storage must be comprehensive

Emergency Control Centres must be chosen carefully
Third party involvement is critica to Contingency Plan success
IT recvery plans are insufficient in isolation
Deding fadliti es are more exposed than IT

10 Stressimpairs performance

11.Entire plan requires testing

12. Multi-site organisations recver faster

13. Prevention s better than cure

14.Denid of accessisthe key threa

15. Communicationiscriticd

16. Unattended operations require spedfic suppat
17.Don't allow the Contingency Plan to be highjadked
18. Insurance done does not cover loses

19. Businesscortinuity budyets are inadequate
20.Businessas usual isamyth
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Ultimate resporsibility for the management of an emergency will rest with the cmpany Chief
Exeautive. CEOs and aher exeautives shoud consider the following 20 questions and ke aleto
answer ‘yes tothem all: -

Do you have aContingency Plan?

Do you have a opy? In the office? At home?

Areyou personally confident that it is viable?

Have you appanted independent consultants to audit your plan?

Have you appanted a mntingency planning manager?

Do you have an emergency management tean? Do you knav the members?
Have you set a corporate budget for contingency planning and dsaster recovery?
Do you knav when the plan was last tested?

Wasit tested under simulated dsaster condtions?

10 Wereyou personaly involved in the test?

11.Haveyou keen formally briefed onyour role in a‘disaster scenario’ ?
12.Have you keen trained to hand e the pressin the event of an emergency?
13.Have you keen trained to hande emergencies sich as a hostage situation?
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14.Have you taken steps to develop a‘contingency culture’ in your organisation?
15. Have you reviewed the link between insurance and contingency planning?
16.Have you personally prioritised the aiticdity of ead areaof your business?
17.Do you comply with all regulatory requirements vis-avis businesscontinuity?
18.Do you knav what information and materials are dugicaed dff- site?

19. Has the board formall y assessed continuity provision within the last six months?
20.Have you visited your Emergency Control Centre?

Recent L egislation Relating to Emergency M anagement

Control of Major Acddent Hazard Regulations (COMAH)

These regulations came into forcein the UK on I April 1999 (and also throughout the EEC) and
replacethe Control of Industrial Mgjor Acddent Hazard regulations 1984 (CIMAH) and are a
requirement of the Seveso Il Diredive, which gives greaer consistency aaoss the European
Community.

The regulations cover on-shore establi shments with threshold quantities of named substances or
generic cdegories of substances. Exemptions include military establishments, hazards from
ionising radiation, transport outside COMAH establi shments, pipelines extradive industries and
waste landfill sites.

The regulations main aim is to prevent and mitigate the dfeds of those mgor acddents
involving dangerous substances, such as Chlorine, liquefied petroleum gas, explosives and
Arsenic Pentoxide, which can cause serious damage/harm to people and/or the environment. The
COMAH Regulationstrea risks to the environment as srioudly as thase to people.

Who enforces COMAH?
The COMAH Regulations will be enforced by a Competent Authority (CA) consisting of:

In England and Wales:-
the Health and Sé&ety Exeautive and the Environment Agency
In Scotland:-
the Health and Sé&ety Exeautive and the Scottish Environment Protedion Agency.

The CA will operate to a Memorandum of Understanding, which sets out the arangements for
joint working.

The regulations placeduties on the CA to insped adivities sibjed to COMAH and prohibit the
operation d an establishment if there is evidence that measures taken for prevention and
mitigation d magjor acddents are seriously deficient. It also has to examine safety reports and
inform operators abou the anclusions of its examinations within areasonable time period.



Charging

Charging will be introduced for work undertaken by the competent authority on COMAH.
Charges will be made on an aduals basis i.e. the recovery of the full costs of the time spent by
the CA in carying out COMAH-related adivities for a particular establi shment.

An induwstry liaison forum will be set up to dscuss the operation d the financia and
administrative arangements of the darging regime.

Who is affeaed?

Mainly the dhemicd industry, bu also some storage adivities, explosives and niclea sites and
other industries, where threshald quantities of dangerous substances identified in the regulations
are kept or used.

The substances, which cause the duties to apply are detailed in Schedule 1 dof the regulations as
are the quantiti es, which set the two thresholds for application.

Operators of sites that hold large quantities of dangerous substances (designated 'top tier' sites)
are subjed to more onerous requirements than those of 'lower tier' sites.

What do you need to do?

Firstly you real to determine if the regulations apply to you. Regulation 3, together with
Schedule 1, will provide the answer for you. If you have enough dangerous substances present to
take you owr the lower threshold then the lower-tier duties apply and if you have enough to
exceal the higher threshald then the top-tier duties apply. If you have threshold quantities of
dangerous substances on site on the day the regulations came into force, 1st April 1999,then you
are an 'existing establi shment'.

The key dutiesfor operators of lower-tier sites are:-
Notify basic detailsto the CA

Operators of all establishments subjed to the regulations must natify certain basic detail s to
the CA. The key poaints, which have to be included in the nctificaion, are given below but
full detail s are given in Schedule 3 to the regulations.

* name and addressof operator

» addressof establi shment

* nameor position d personin charge

» detail s of dangerous substances onsite



e dite adivities
e environmental details

When?

Operators who come into scope of the regulations after 1 April 1999 must submit a
natification kefore operation begins (operation kegins when the quantity of dangerous
substance eceads one of the threshalds and includes commissoning).

Operators of existing establi shments who hed previously submitted CIMAH safety reports do
not neal to naify asthat report contains all the necessary information.

All other operators of existing establishments will need to submit a natificaion by 3
February 2000.

Take all measures necessary to prevent major acadents and limit their consequences to
people and the eavironment

This is the genera duty on all operators, which underpins the regulations. It is a high
standard, which applies to al establishments within scope. By requiring measures both for
prevention and mitigation there is a reaognition that all risks canna be cmpletely
eliminated. This in turn implies that propationality must remain a key element in the
enforcement palicy of the HSE and the Agencies. Thus, the phrase "all measures necessary"
will be interpreted to include this principle and a judgement will be made &ou the measures
in pace Where hazards are high then high standards will be required to ensure risks are
accetably low, in line with the HSE's and Agencies' padlicy that enforcement shoud be
propationate.

Prevention shoud be based onthe principle of reducing risk to alevel aslow asis reasonably
pradicable (ALARP) for human risks and wsing the best avail able techndogy not entaili ng
excessve st (BATNEEC) for environmental risks. The ided shoud aways be, wherever
passhble, to avoid a hazard altogether.

Prepare a major acdadent prevention policy

Regulation 5requires lower-tier operators to prepare adocument setting out their palicy for
preventing major acadents (aMagor Acddent Prevention Policy or MAPP.

The MAPPwill usualy be ashort and simple document setting down what is to be atieved
but it shoud aso include asummary and further references to the safety management system
that will be used to pu the pdicy into adion. The detaill will be @ntained in aher
documentation relating to the establishment e.g. plant operating procedures, training records,
job descriptions, audit reports, to which the MAPPcan refer.



The MAPP also has to addressisaues relating to the safety management system. The detail s
aregivenin Schedule 2 o the regulations but the key areas are:-

organisation and personnel

identificalion and evaluation d major hazards
operational control

planning for emergencies

monitoring, audit and review.

When?

Operators who come into scope of the regulations after 1 April 1999 must prepare their
MAPP before operation begins. Operators of existing establishments shoud prepare one &
soonas posshle dter 1st April 1999.

Top-tier operators

Top-tier operators have to comply with the dove except that they do nd have to prepare a
separate major acadent prevention pdicy document - their safety reports (see below) have to
include the information that lower-tier operators provide in their MAPPs. They also have the
foll owing additional duties:-

Prepare a safety report

A safety report is a document prepared by the site operator and provides information to
demonstrate to the CA that all measures necessary for the prevention and mitigation d major
acddents have been taken. The purposes and contents of a safety report are set out in
Schedule 4 to the regulations.

The safety report must include:-

apalicy on howv to prevent and mitigate major acadents,

amanagement system for implementing that palicy;

an eff edive methodfor identifying any major acadents that might occur;

measures (such as safe plant and safe operating procedures) to prevent and mitigate major
acaddents;

information onthe safety precaitions built into the plant and equipment when it was
designed and constructed;

details of measures (such as fire-fighting, relief systems and filters) to limit the
consequences of any major acadent that might occur; and

information abou the emergency plan for the site, which is also used by the locd
authority in drawing up an dff-site anergency plan.



Safety reports will be available to the public via the competent authority registers, subjed to
safeguards for national seaurity, commercial and personal confidentiality.

When?

The dates for submisson d safety reports are set out in regulation 7 bu are given here for
information:-

Operators of completely new establishments (so cdled green field sites) have to provide
some information before cnstruction commences and complete the safety report before

operation begins.

Operators whaose establi shments become COMAH top-tier after 1 April 1999 must submit
their safety report before operation at top-tier begins.

COMAMH top-tier operators who had na previously submitted a CIMAH safety report must
submit a COMAH safety report by 3 February 2002.

Top-tier operators who had previously submitted a CIMAH safety report must submit their
first COMAH safety report on the date their CIMAH safety report update would have been
due had CIMAH still been in force or by 3 February 2001if that is ealier. However, those
operators whose CIMAH safety report update would have been due between 1 April 1999
and 3February 2000 tave urtil the 3 February 2000to submit their COMAH report.

Update the safety report every five years or after significant changes or new knowledge
about safety matters

The safety report neads to be kept up to dete. If there ae any modificaions to the plant or the
way it is operated or if new fads or information become avail able, the safety report must be
reviewed and, if necessary, revised at the time. It must be reviewed after five yeas even if
there have nat been any changes.

Prepare and test an on-site anergency plan

Top-tier operators must prepare an emergency plan to ded with the on-site mnsequences of a
major acddent. The detalls are given in Schedule 5 and further guidance will be available
(seeintroduction)

When?

The dates for completion d on-site emergency plans are given in regulation 9 and are &
follows:-



Establi shments that were CIMAH top-tier and becane COMAH top-tier on 1 April 1999, ly
3 February 2001

Other existing establi shments; by 3 February 2002

Other establi shments; before operation begins.

Supply information to local authoritiesfor off-site anergency planning purposes

Locd authorities play a key role by preparing, reviewing, revising and testing off-site
emergency plans for deding with the off-site cnsequences of mgjor acdadents at top-tier
sites. In arder to fulfil this role they nead information from operators. Detail s can be foundin
Schedule 5 to the regulations and guidance will be avail able (see introduction). Operators
will need to hdd discussons with their locd authorities to determine their exad neals.

When?

The information for the locd authority must be supgdied no later than the date the on-site
emergency plan for the site hasto be cmpleted.

Provide cettain information to the public about their activities

People who could be dfeded by an acddent at a COMAH establishment must be given
information withou having to request it. The detals are given in Schedule 6 o the
regulations but include detail s of the dangerous substances, the passble major acadents and
their consequences and what to doin the event of an acadent.

As previously mentioned, safety reports will be avail able to the pulic via pulic registers.

When?

The information for people who could be dfeded by a maor acadent at the establishment
must be supdied 'within a reasonable period d time dter the off-site anergency plan has
been prepared for the establi shment'. Six months would be the normal time.,

Safety reports will be put on the pubdic register shortly after recept by the CA unlessthereis
a request for cetan information to be withheld (for national seaurity, commercial and
personal confidentiality reasons) as provided for in the regulations.

The COMAH regulations are generally to be welcomed as a positive step towards the prevention
of major emergency incidents. Therefore, organisations need to test their Maor Emergency Plans
and ensure their staff are fully competent — one proadive way of doing this is through maor
emergency management training which can include major emergency management simulators to
alow a cmpany’'s procedures and systems to be tried and tested in a simulated emergency
situation. Systems such as these were originaly designed for the oil and gas industry but are now
being used by companies from other sedors including chemicds, manufaduring, aviation and



engineaing. Most scenarios can be simulated to expaose the trainees to the red-life stresses and
presaures involved, with reduced lighting, increased humidity and temperature, sound effeds
including fire darms, pumps darting, high winds etc Communicaions can also be used to
simulate radio, telephore and the anergency services.

Redistic training for emergencies is crucial to ensure preparedness and prompt resporse &
predous £mnds may be lost by poa communicaion a an ineffedive adion dan.

Remmmendationsfor Setting Up a Contingency Plan

A Contingency Plan shoud be developed to prepare for the dfeds of various Loss
Incidents which may be caised by a number of fadors which may include such paential

risks as:-

& Fire

& Explosion

& Natural Perils
> Earthqueke
> Floodfrom land a sea
> Windstorm

& Machinery Breskdown

& Colli sion by overflight or acddent

@

Transport Disruption

& Terrorism and Sabotage

A Contingency Plan using loss €enarios shoud consider the dfeds that significant incidents of
the &owve type may have on the locaion and review the ad¢ion which can be taken to avoid them
occurring, or aternatively, reducethe dfed on production lossfor the business



The Contingency Study

It is a goodideato set up a Contingency Study Team comprising spedalists from a number of
departments within the organisation a locaion. Idedly the team size shoud be small and shoud
include members from the foll owing departments:-

& M anagement
& Operations

& Maintenance
& Engineeing
& Stores Cortrol

o Administration/IT

& SHE (Safety, Hedth & Environment)

It is usual to appoint a chairman who is independent of the location, either from another
company location or an independent spedalist. This will prove to be of considerable
asgstancein the studies, asthe appointee @n bring an 'independent approach' to the study
and will also enable theteam to be dficiently directed through the study.

The team size shoud be kept manageable and shoud have dealy defined ‘ Terms of Reference
which are established before the team starts work on the study. Again a dealy defined, bu
reasonable deadline to complete the Review shoud be established, before the team starts, by the
company's snior management and it shoud be an oljedive of the whole team that this target be
achieved. Full asgstance shoud be given to al tean members to ensure that they are burdened
aslittl e & posgble during the study period with namal work tasks.

The team shoud first consider possble losses, which could impad the businessat the locaion,
and then develop the passble scenario which could result from the loss There shoud be no limit
to the range of discussons on these loss senarios. These sessons foud be seen as ‘brain
storming sesdons. It shodd be the dairman's function to dred the tean to ensure that
discusson centres aroundlikely scenarios, even though initially al possble scenarios including
highly unlikely ones, have been dscussd.

Having established a aedible range of loss €enarios these shoud then be listed and ranked in
order of likelihood d occurrence The team shoud then review ead ore and dedde the extent of
the loss and hav best the dfed of the loss can be reduced, o cournteraded. This may be
achieved in awide variety of ways, for example from:-



@

Purchase of anew production fadlity

)

Production rescheduling within location

&

0

Use of bought in comporents

Transfer of productionto ather company locaions

@

@

Purchase of strategic spares

)

Use of strategic spares held under joint

&

@

Partner agreament

o)
>/

oS

Use of spedalist contradors

@

Advancing planned ouage periods

o)
o4

4] Overtime working

& Holding large buffer stock levels

& Ceasing prodiction d part or whole

4] Ceasing production at the location altogether

There ae anumber of techniques avail able to assst at this dage, for example:-

& Consequence Analysis.

@

Hazard Analysis.

)

Cost Benefit Analysis

&

@

Fault TreeAnalysis.
@ Risk Profile Analysis
Contingency Study Report

On completion d the Contingency Study and an evaluation d the results, a * Contingency Sudy
Report’ shoud be prepared and presented to location management. It is suggested that the main
sedion d thereport be based ona Matrix type spreadshed.



The Contingency Study Report when approved and authorised by locaion management can
either form the Contingency Procedure Document or be used in its development by management.
Against eat credible loss €enario the report shoud recommend the adion, which the
Contingency Study Team considers appropriate. Each recommendation shoud indicae the
priority for implementation, which the team considers relevant as well as the financial impads
that they will have onthe cmpany, and the savings, which will acaue from initiating the adion.

Having receved the Contingency Planning Report, it will be up to locaion management to
dedde whether the report is approved and whether al or part of the reports recommendations are
applied at the locdion.

Remmmendationsfor Setting Up an Emergency Plan

| ntroduction

An ‘Emergency Plan’ shoud be established for all company locaions where significant
numbers of people ae anployed and shoud passess sifficient scope and pradicdity to ded with
al foreseedle hazards, indwstrial acddents and retural disasters. It shoud generally cover at
least the foll owing:-

1. Designation d control personrel
2. Evaauation d peopleto designated pants of safety

3. Systematic shut-down of operations

4. Designation d asafe @ntrol area
5. A seach-and-rescue plan, followed by all-clea and re-entry procedures
6. Control of Hazardous materias

7. Removal and protedion d vital equipment and materials
8. Listing of emergency services and locd authority organisations, with
names of resporsible individuals and means of contad

In the event of an incident the Emergency Plan shoud form the central document to which all
personrel refer and shoud therefore dealy define dl relevant adions and communication
faalitiesin pace

Incidents included in the Emergency Plan shoud cover such matters as:-

o Fire



& Natural Peril
o Hazardous Material Release
& Seaurity Alert

The procedure, in some caes in brief format, shoud be realily available to al employess,
contradors and casua visitors to the locaion who would be required to evaauate their working
aress $oud an incident occur. It shoud clealy indicate the adions and resporsibiliti es of all
employees, contradors representatives and aher spedalists either on duy at the locaion o
available on cdl. This soud particularly include resporsibilities and adions for those
employees who are required to remain at their working aress.

Training in the procedure shoud be aregular event for all members of staff or regular visitors.

Emergency Plan Procedure

The Emergency Plan Procedure shoud be prepared and authorised in writing by exeautive
management at the locaion. All Departments or sedions at the locaion shoud be invalved in
preparing the document and shoud review and approve the plan before it is isuued. The Plan
shoud take into ac@urt the variety of processes and materialsinvolved in the location business

Full copies of the authorised Emergency Plan shoud be realily avail able to al staff throughou
the locaion. It may be relevant however to prepare short natices giving highlight information,
which can be posted throughou the site so that non essential personngl can rapidly see ad
follow the adions that they are required to take in the event of an emergency.

The Emergency Plan shoud be reviewed and updited by management regularly, usualy at
Annual intervals, and any additions or changes to the procedure included. The Plan shoud then
be re-authorised and re-issued under the authority of the Location Senior Manager.

Responsibilities

Incidents can occur at any time of the day or night. It is preferred that the locaion appant a
personto be resporsible for ‘direding incident adion, upon noficaion d asignificant incident
occurring and that he be designated the ‘I ncident Controller’. He (or she) shoud preferably be a
company employeebeing either an enginea or supervisor working at the locaion onafull time
basis, such as a Shift Supervisor or Shift Fire Chief. He shoud be available for radio o at least
telephoric communications at all times during his ghift.

It is important that the Incident Controller weas me sort of distinctive dothing during the
incident, such as a hat or ajadet to indicate dealy, particularly to ouside persons such as locd
fire services, the personto whom they report or maintain contad.



It may be useful to transfer this responsibility to a more senior person at a later stage. It is
generally better to leave the incident management with the person who initially commences as
Incident Controller and who will then continue in control of all aspeds of the particular incident,
whil st others offer suppat.

The procedure shoud include for ‘hand-over’ to relief staff in the event that the particular
incident takes a protraded time to bring under control.

New starters siodd be inducted in the function d the Emergency Plan at their start meding.
Existing staff shoud be required to review the @ntents of the plan, through training sessons or
simulationtests annually.

It isimportant when developing the Plan to remember others who may be & the location, such as
contradors, supgiers representatives and aher visitors. The procedure shoud include the a¢ions
these people shoud take in the event of an incident and the persons resporsible for ensuring that
they are acourted for.

Training of contradors gaff in the adions to be taken in the event of an incident shoud be
included in any contrad documentation for work at the locaion. Contradors gaff due to work at
the location shoud spend time before they start their projed being inducted into the Emergency
Plan requirements. A senior member of the individual contradors daff shoudd be made
resporsible person for the communicaions and training for the personrel under the particular
contrador's control.

The Emergency Plan Procedure

The Emergency Plan procedure shoud cover all adionsto be taken from initiation o an incident
event, urtil the incident itself has been ‘closed’ and the situation returned to namal.

Any changes in telephore numbers and addresses of suppat services sioudd be alded to the
Plan, as on as they are receved, by a person made diredly resporsible for keguing the Plan
updated.

When an incident occurs an ‘alarm’ system will be necessary either through audible or visuad
means or a owmbination d bath. A grea ded of thought will be required in the development of
the Plan to establish the mrred alarm system to match the locaion's layout. The darm shoud be
independent of any other system and dstinctive enough for people to redise that an incident is
occurring and that they must take adion.

Alarm cdls dhoud be direded to a central point manned full time with at least two people. This
central point shoud be designated the ‘Emergency Control Centre'. It is vital that al personrel
manning this centre ae fully aware of, and regularly trained in, the Emergency Procedure. The
procedure itself shoud be readily available to them at the control desk for reference to ensure
that they have ready accessto information including contad communicaion numbers, plot plans,
pipeline and eledricd isolation dawings etc. One of the persons in the Emergency Control



Room shoud ensure that plant and equipment remains operating safely or is sfely shut down.
He shoud be designated the ‘Incident Operations Person’. The other person designated the
‘Incident Control Person’ shoud initiate the anergency procedure and adions resulting. Both
these people shoud be suppated during the extent of the incident by trained personnel who will
ad as ‘Runrers’. The runrers houd be relieved duing the period d the incident from their
normal duties.

All messages into the wntrol centre must be logged. Calmness must be established and
encouraged in communicaion procedures, throughou the locdion, at al times. Irrelevant and
incoming cdls, even if from senior management, which could impede the control of the incident,
shoud be disconreded immediately.

Communicaions g/stems can easily beame overloaded with unrecessary ‘What's happening?
typeinquiries. The Plan shoud seek to discourage this type of cdl.

All personrel at the locaion must be caable of being natified and trained to take the adion
indicated in the Emergency Procedure document. It is also important that all other attendance a
the locaion, dher than approved o suppat services, are denied accessto the locaion bu the
seaurity services.

The procedure shoud clealy indicae how on dscovering an incident the darm is initiated and
to whom the darm report shoud be made.

Communications

The aucia asped during an incident will be dfedive communicaions and clealy defined
resporsihiliti es for al staff members included in the Emergency Plan Procedure. The logging of
all communications and adions is important during the incident to confirm that adions have
been taken and at a later stage when the incident is being reviewed. So many things take place
during an incident that people involved can easily be distraded and forget to carry out certain
adions.

Telephores or radios are preferred for communicaions during an incident ether through
dedicated telephore lines or radio bands. The ‘In emergency dial XXX system’ for telephores
locaed at strategic points aroundthe locaion, can be very effedive, with this number posted in a
prominent placeon ead telephore.

Care shoud be taken in the development of the Plan to ensure that alocaion d dedicaed
emergency bands is made only to those who will contribute to asgsting the Incident Controll er.

The Emergency Plan dacument shoud include and clealy indicae the telephore numbers for all
suppat services such as Police Fire Services, Emergency Resporse teams, Locd Armed Forces
as well as Manufadurers 24 hou telephore numbers for Hazardous Materias held at the
locaion.



Incident Occurrence

When an adarm isreceved al ‘nonessential personrel’ na included in the emergency procedure
shoud immediately evaaate the plant and buldings and proceal preferably to open area and
previously designated ‘assembly’ pants, well clea of the impad of any possble incident. They
shoud remain here until advised by the ‘I ncident Control Person’ that they may return to their
work. This may be adieved by a recognisable *all-clear’ signa or alarm. During the assembly
period supervisors oud chedk staff under their control and ensure that all personrel for which
they are resporsible ae acourted for. This ‘assembly’ procedure shoud cover contradors and
visitors.

If missng staff are discovered duing the died the ‘I ncident Controller’ shoud be informed by
the ‘Incident Control Person’. He shoud then dspatch trained duty staff under his dired control
to seach for them. It is important that untrained and uninformed staff are kept away from the
incident areaduring seach adions.

It is probable that some protedive adions will have been initiated at the source of the incident
but thiswill only invavefirst line adion.

It is important that the incident is not alowed to get out of control. Emergency personrel and
resources including outside suppat services shodd be initiated immediately by alarm from the
Emergency Control Centre onrecept of theinitial incident alarm and their attendance shoud na
be cancdled urtil the ‘I ncident Control Person’ has confirmed with the ‘Incident Controller’
that theincident is fully under control andit is sfe for personrel to return to work.

Where outside suppat services of any type ae avail able they shoud be cdled immediately even
in case of dould. It is preferable for them to attend to find ndhing than arrive too late.

The Incident Controller will have been informed by radio at an ealy stage by the Incident
Control Person, d the incident and he shoud then proceal to the site of the incident as soonas
possble dter having donred his distinctive dothing. He shoud immediately take darge of
adions and dred any suppat services who arrive. He shoud then remain in contad at all times
with the emergency control centre preferably by radio ona dedicated emergency band.

In the event of a protraded incident, seaningly unimportant matters such as Emergency Rations
and rest fadlities may have to be cnsidered, to provide adequate amenities for personrel
involved in the incident itself.

Contingency Planning may prove of grea benefit in counterading the dfeds of an incident by
enabling the locaion to have alequate plant and apparatus available in pasition close to the
gredest risk areas. It will also enable an arderly and effedive return to operation after the
incident.



Incident Types

The possbility of occurrence of a number of incident types shoud be included in the procedure.
The list which follows is hat exhaustive. It shoud depend onthe locaion itself dedding content,
but the following shoud beincluded :-

Fire

In this instance adetail ed fire plan shoud form part of the Emergency Plan and shoud speafy
the adions to be taken initially by staff who dscover the fire followed by how management
require staff to ad shoud a fire anergency occur. The plan would detail how employees,
contradors and aher visitors $ioud read. For example, how the darm shoud be sounded, how
the fire pump shoud be started and hav and which vital services $houd be isolated and by
whom. The adions of locaionfire fighters and ouside suppat services shoud be described.

The Emergency Plan - Fire sedion shoud cover such aspeds as:-

a)

b)

d)

Fire prevention: This asped of the plan shoud include those things that are necessary to
prevent a fire, such as control of smoking, control of cutting and welding, and educdion
of managers and employees of the need for fire prevention.

Fire Fighting equipment: The plan shoud determine the alequacy of existing fire
fighting equipment and systems, including pumps, hoses, extinguishers etc. the
maintenance of this equipment, and educaion and training of employees who must use,
insped, and maintain this equipment.

Public Fire fighting assstance The plan shoud seek to develop a good working
relationship with the pullic fire department, leaning their needs and expedations, and
providing familiarisation with the lay-out of the plant and fire protedion equipment that
is avail able to them.

Fire emergency plannng: This asped of the plan shoud describe the resporsibiliti es and
adions that must be dore, espedadly in the ealy stages of a fire. This dion shoud
address alerting occupants of the building involved as well as Enior managers, aerting
the pulic fire department, asgsting the plant fire brigade and the pulic fire department
where pradicable.

Hazard identification: This plan shoud include aprogram to identify fire hazards on the
premises, including those hazards that are unique to the fadlity.

Natural Perils

The Emergency Plan shoud include for an incident involving Natural Perils which may occur at
the locaion. It is recommended that the foll owing Peril s be amnsidered and included in the plan,
where relevant:-
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Earthqueke

Windstorm, Hurricane, Cyclone
Floodng from river or sea
Landslide/mudslide

Rainstorm

Tsunami

Temperature

Snowstorm or Hail storm

Lightning and Eledric Storm



Release of Hazardous M aterial

The release of hazardous materials is generaly covered by National and International
regulations and guidance Reference shoud be made to the relevant procedures, standards
and codes when preparing the plan based onthe materials used at the location.

In the United Kingdom reference shoud be made to the Hedth and Safety Exeautive
Regulations and Guideli nes. In this instance spedfic dtentionis drawn to the * Health and
Sdety at Work Act 1974, and the new ‘COMAH’ Regulations which came into effed on
1% April, 1999to replacethe (CIMAH) 1985 Regulations, and aher Hedth and Safety
regulations which appea in the - Hedth and safety: Regulations BooKiets prepared by the
Hedth and Safety Exeautive.

Seaurity Alert

Seaurity will vary considerably for ead locaion in an international context but some
form of access ®aurity shoud be avail able.

Where necessary the procedure shoud include for the adions of national and independent
suppat seaurity forcesin the event of alert.

Simulation Testing

An annual, generally unannourced, smulation incident shoud take placeto ensure that
the systems and procedures in place remain satisfadory and that al personrel are
reminded of their adionsin the event of an incident.

During these simulation tests observers $ioud be posted at strategic points throughou
the locaion to ndae how the simulation is procealing and to provide and
recommendations which may improve future incidents.

It is recommended that following the simulation test, a report is prepared, including
controllers and olservers comments, describing the results of the trial and indicaing
times taken to adhieve cetain targets. At this dage improvement recommendations
shoud be presented. These recmmendations $oud nd imply criticism, bu seek to
improve the plan.



Publicity

The press and media in general will apply considerable pressure during a significant
incident, particularly if it impads onlocd communities. It is preferable to be prepared for
the media dtention that the incident will receve and to train a senior staff member,
designated ‘ Communications Officer’ (or ‘Public Relations Officer’) to provide incident
information on lehalf of the @mpany. The ontad telephore number for the
Communications officer and his designated deputies shoud be included in the Plan.

The emergency plan shoud include for all communicaions to ouside bodes to be
direded to the Communications officer. The Incident Controller shoud be avare that he
shoud refer any relevant information dredly to this person.

The Communicaions officer shoud be resporsible for contading any outside bodes who
may have an interest in monitoring or recording the dfeds of the incident. These bodes
shoud beincluded in the plan and contad telephore numbers included.

It may be useful to arrange aroom designated the ‘I ncident Comrmunications RoonmT' to
enable dfedive media ommunications at the loca hotel or room away from the locaion.
Here regular updetes will be provided panting out the company's concerns and give
some indicaion d adions which are being taken.

The Emergency Plan shoud clealy state that unauthorised communicaions, with the
media or other outside information agencies, by any other member of staff other than the
Communications officer, shoud na take place

Panels of Enquiry

It may be necessary to initiate aPanel of Inqury to evaluate the incident, take notes or
even gather phaographic evidence before the incident is finally considered completed.

Incident Review and Report

In the event that a committee of Inquiry is considered unrecessary it is advisable to
produce aReview Report of the incident to enable an evaluation to be made in retrosped
and to seewhere improvements could be made.

This document shoud be prepared by management and include the comments and
opinions of all members of staff diredly invaved in the incident.

This report shoudd be made available to the locaion exeautive within two weeks to
enable adions to be taken to avoid a repea incident and also alow the Emergency
Procedure to be resssessd.



